
United States Patent and Trademark Office 



UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 

Address: COMMISSIONER FOR PATENTS 
P.O. Box 1450 

Alexandria, Virginia 223 13-1450 
www.uspto.gov 



APPLICATION NO. 


FILING DATE 


FIRST NAMED INVENTOR 


ATTORNEY DOCKET NO. 


CONFIRMATION NO. 


10/529,411 


12/29/2005 


Yanmin Zhu 


678-1999 


6764 



66547 7590 08/17/2007 

THE FARRELL LAW FIRM, P.C. 

333 EARLE OVINGTON BOULEVARD 

SUITE 701 

UNIONDALE, NY 11553 



EXAMINER 



CHEN, SHIN HON 



ART UNIT 



2131 



PAPER NUMBER 



MAIL DATE 



DELIVERY MODE 



08/17/2007 PAPER 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 



PTOL-90A (Rev. 04/07) 



5 



1 . 

Office Action Summary 


Application No. 

10/529,411 


Applicant(s) 

ZHU, YANMIN 


Examiner 

Shin-Hon Chen 


Art Unit 

2131 





-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address 
Period for Reply 
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- Extensions of time may be available under the provisions of 37 CFR 1 .1 36(a). In no event, however, may a reply be timely filed 
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DETAILED ACTION 

1. Claims 1-12 have been examined. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application tiled under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

3. Claims 1-9, 1 1 and 12 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Dinsmore et al. U.S. Pat. No. 7043024 (hereinafter Dinsmore). 

4. As per claim 1, Dinsmore discloses a method for key management and assignment for 
information encryption in a radio network system which include a root node, plurality of 
intermediate nodes in the root node and plurality of leaf nodes in each intermediate nodes of the 
radio network system providing Multimedia Broadcast or Multicast service, comprising the steps 
of: generating a group key for the root node which has plurality of intermediate nodes as child 

nodes (Dinsmore: column 1 lines 51-67); generating intermediate key using the group key for 

i 

each of the intermediate nodes that owns both one parent node and one or more child nodes 
having its own intermediate key (Dinsmore: column 1 line 60 - column 2 line 7: hierarchy of 
keys); requesting a leaf node key in a user equipment (UE) for the service; and delivering a 
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private key as a leaf node key to the UE on a dedicate channel (Dinsmore: column 1 lines 15-23: 
secure unicast within multicast system). 

5. As per claim 2, Dinsmore discloses the method of claim 1 . Dinsmore further discloses 
wherein each user keeps node key information on all nodes that the node chain where he/she 
locates to the root node of the tree, including leaf node, intermediate nodes of respective layers 
and the root node (Dinsmore: column 2 lines 1-7). 

6. As per claim. 3, Dinsmore discloses the method of claim 1. Dinsmore further discloses 
wherein when a new user joins in the service, this user is connected to a node via its access 
parent node as a new leaf node and this user needs to obtain keys of all nodes including 
intermediate nodes and root nodes that are passed by the node chain from the access parent node 
to the root node; these node keys won't be updated due to the joining of the user; the 
transmissions of these node key are sent to the user sequentially in point-to-point mode and are 
encrypted by using the key of the new leaf node (Dinsmore: column 2 lines 1-19: prior to 
eviction). 

7. As per claim 4, Dinsmore discloses the method of claim 1 . Dinsmore further discloses 
wherein when a new user joins in the service, this user is connected to a node as a new leaf node 
via its access parent node and this user needs to obtain keys of all nodes including intermediate 
nodes and root nodes that are passed by the node chain from the access parent node to the root 
node; these node keys will be updated due to the joining of the user; for the newly-joined user, 
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the transmissions of these new nodes keys are sent to the user sequentially in point-to-point 
mode and are encrypted by using the key of the new leaf node (Dinsmore: column 2 line 54 - 
column 3 line 6). 

8. As per claim 5, Dinsmore discloses the method of claim 4. Dinsmore, further discloses 
wherein for each node that needs key update, new keys will be encrypted with old keys and will 
be delivered to the final leaf node's users that they belong to in point-to-multipoint broadcast 
mode (Dinsmore: column 2 lines 54-67). 

9. As per claim 6, Dinsmore discloses the method of claim 1 . Dinsmore further discloses 
wherein when a user leaves the service, a leaf node is disconnected from its parent node and the 
keys of all nodes that the node chain passes by from the disconnected node to the root node of 
the tree are sequentially updated (Dinsmore: figure 2: the node keys are updated). 

10. As per claim 7, Dinsmore discloses the method of claim 6. Dinsmore further discloses 
wherein for each node that needs key update, the key update of node is performed only after key 
updates of all its child nodes finish (Dinsmore: column 2 lines 54-57: the update is performed 
from bottom towards up). 

11. As per claim 8, Dinsmore discloses the method of claim 6. Dinsmore further discloses 
wherein for each node that needs key update, the new node keys are delivered to all child nodes 
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of it one by one in point-to-point mode and are encrypted with key of each child node 
(Dinsmore: column 2 line 54- column 3 line 16 and figure 2). 

12. As per claim 9, Dinsmore discloses the method of claim 8. Dinsmore further discloses 
wherein each child node still uses the corresponding node key to encrypt the. new node key, and 
delivers the new node key to the final leaf node's users that they belong to in point-to-multipoint 
mode (Dinsmore: column 2 lines 54-62). 

13. As per claim 11, Dinsmore discloses the method of claim 1. Dinsmore further discloses 
wherein the root node locates in the same logical network device as that intermediate node does 
(Dinsmore: column 1 line 15-31 and figure 2). 

14. As per claim 12, Dinsmore discloses the method of claim 1. Dinsmore further discloses 
wherein said root node locates in the different logical network device from that intermediate 
node does (Dinsmore: column 1 line 15-31 and figure 2). 

Claim Rejections - 35 USC §103 

15. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

16. Claim 10 is rejected under 35 U.S.C. 103(a) as being unpatentable over Dinsmore. 
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17. As per claim 10, Dinsmore discloses the method of claim 1 . Dinsmore discloses the 
multicast channel can be embodied in various forms such as wireless network, the public 
internet, a cable network, or a like (Dinsmore: column 1 lines 28-31). Dinsmore does not 
explicitly disclose the encryption process is accomplished by RNC. However, one with ordinary 
skill in the art understands that the wireless network includes radio network and radio network 
controller is essential for controlling communication flow in a radio network. Therefore, it would 
have been obvious to one having ordinary skill in the art to utilize RNC for secure 
communication within network. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shin-Hon Chen whose telephone number is (571) 272-3789. The 
examiner can normally be reached on Monday through Friday 8:30am to 5:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor,- Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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